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PCC Enforcement Bureau
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Washington, DC 20554
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Form 499 Filer ID B20324

CERTIFICATION
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1, Harry Fitzgerald, hereby certify that I am an officer of
the company named above, and acting as an agent of the company,
that I have personal knowledge that the company has established
operating procedures effective during the calendar year 2002 and
to the present that are adeguate to ensure compliance with the
Customer Proprietary Network Infermation rules set forth in 47
C.F.R. § 64.2001 et seg. of the rules of the Federal Communicaticns
Commission.

Attached to this certification is an accompanying statement
that (i) explains how the company’s procedures ensure that the
company is in compliance with the requirements set forth in 47 C.
F.R. § ©4.2001 et seg. of the rules, (i1i) explains any actions
taken against data brokers during the past year, (iii) summarizes
all customer complaints received in the past year concerning the
unauthorized release of CPNI and (iv) reports information known
te the company regarding tactics pretexters may be using to

ttempt to access CPNI.

Aoy ol g’

Name: Earrf Fictzgerald

Title: Cfficer
Date: A-Se- 20/0




Repeatar Network, Inc.
FEN Nc. 0004351238

Form 499 Filer ID BZC324
CPNI Cectification

Aepeater Network, Inc. (“Carxier®] has estapliished opezating procedures

that ensure compliance with the Federal Communicsticr Copmission (“Cormission®™)
requlations regarding the protection of custoner propristac-y networx Inforzacicn
(“CENI") .

Carrier has iogplemented & system whereby the status of a customer's CPRI
approval csu be desternined prior to the use of CPEI.

Casriar concinually educates and trains its ssployess regarding the
appropriate use of CPRI. Carrier has establizhecd disclplinacy procedurss
should an ercloyee vioclata the CPNI procedures established by Carrier.

Carrier =aintains record of its and its affiliates’ sales and marksting
campaigns that use its customers CPNI. Car-ier also maintains a record of
any &and ail instances where CPNI was cisclosed cor provided to third
parties, o whare third parties were zliowed access o CPRI. The records
includes a descripticon of each campaign, the specific CPNI that was used
in the campaign, and what products and services were cffered as part of
the campaign.

Carrier has established a superviacry review process regagsding compliance
with the CPNI rules with respect teo outbound marketing sltuatlions spd
maintains records of carrier compliance Zor & minimum pericd of ons year.
Speacifically, Carrler’s sales personnel obtain supervisecry approval of any
proposed outbound marcketing request for customer spgoroval regarding CFPNI,
and a process ansures that opt-out electicns are Tecorded and followed.

Carrisr took tha followlng actlons against Sata brokers In 2009 and to the
present, ‘rciuding proceedings instituced or petitions filed by Carrier at
& state cormis=sion, in the court system, or at the federal Communleacicns
Commissizn. Hone

The folleowing is information Carrier has with respect =o the processes
pratexters are using to attexpt to access COHI, and [L1f any] whac staps
carriers are taking to protect CEXI:

s —jw-sa RqT T | 1= S LoX L.,

She following is & susmary cof all customer coeslaints received in 2009 and

to the present regarding the unacthorized releese of CPNI:

. Surber of customer coeplainta Carrier recelived in 2009 and to the
present related to urauthorized zccess to CPMI, eor onagcthorized
discicscre of CPNI: Fone

L Category of complaint:

— _£ Number of Instances ¢ improper access by enployees
8 SHoxber of instances of impropsr disclosuze to
ndivicioals not suthorlized to receive the informatlon
0. Number of instances of improper access to onlinze
inforsatior by Individuals not zuthorized to view the
inform=ation

= _0_ Humber of other instances of improper &access cor

disclosure

LB

3 Description of instances of improcer sccess or disclosure: Hone
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Attached hereto to the extent applicable is a summary of rules and
procedures to follow with respect to Network and Systems owned and
operated by Repeater Network., Inc. as it involves Customer Proprietary
Network Information (*"CPNI*) and Other Customer Informaticon under

applicable FCC rules.

¥Yeu are to review and read the attached and should wvyou have any
guestions, please contact Harry Fitzgerald., President, art:

Harry Fitzgerald

P.0. Box 410

Bourbonnais, IL 60214-0410
(BOO) 722-1496

IT IS THE POLICY OF REFEATER NETWORKS TO NOT RELEASE ANY CUSTOMER
FROFRIETARY NETWORK INFORMATION FOR ANY REASON AND ALL EMPLOYEES ARE

TRAINED ON AND ADHERE TO THIS POLICY.

% No disclosure of CENI information to any party is permitted by
any employee or agent of the Company without following the
CPNI procedures and rules established by the Company. In this
respect, given the current network cperations of the Company,
all such information to be provided will regquire the express
prior approval or consent of the managers and/or officers of

the Company.

2. You must protect against attempts by any party to gain
unauthorized access to CPN1. Before any access is permitted;
vou must properly authenticate a2 customer prior to diselesing
CPNI based on information or customer Iinitiated telephone

contact, on-line account access cr, if applicable, in store
visit.
5. 7, Since the Company does not currently provide a password to

customers, the Compdny may only disclosze (if applicable) call
detail information by sending it to the customer’'s address of
record, or by calling the customer at the telephcne of record.

4. If the customer is able to provide call detail information to
the Company during a customer-initiated call without che
carrier‘s assistance; then vou are permitted to discuss the
call detail information provided by the customer.

3. if applicable, the Company may discloze CPNI to a customer (if
applicable) who at a ocarrier’s retail location (if
applicable), first presents to the telecommunications carrier
or its agent a valid photo ID matching the custcmer's account

informatien.
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11.

Please note, the above rules may be medifised for Business
Customers of the Companiss pursuant to the terms of a
Contractual Agreement which addresses the issue of customer
information in authentication and reguires where a Subscriber
has a designated account representation and the matier is
addressed by such contract.

There are specific notification regquirements and procedures to
law enforcement authorities which must be follocwed if there is
a breach of customer’s CPNI. BSee attached §64.2011.

Please review the attached CPNI rules and procedures.
You may ask a Company Manager or Officer to review with vou
any guestions you may have with respect to the procedures est

forth herein.

Although as a whole the communication service provided by the
Company is not interconnected service to the PSTN or VOIP, you
muegt still recognlze the importance of protecting to the
extent if applicable Customer Proprietary Network Information.

Report any evidence of wrongful or illegal actiwvity with
ragspect to CPNI to the Company c/o Harry Fitzgerald, P.D. Bex
410 Bourdonnais, IL 60214-0410; telephone (800) 722-14%6.
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Appendix B

Final Rules

Subpart U of Part 64, of Title 47 of the Code of Federal Regulations is amended to read as follows:
SUBPART U~ CUSTOMER PROPRIETARY NETWORK INFORMATION

i. Secuon 64.2003(k) is amended 1o read as follows:

(k) Telecommunications carrier or carrier. The lerms “1zlccommuaications camrier” or “carrier”
shall have the seme micaning as sct forth in section 3{44) of the Communications Act of 1934,
asamended, 47 U.S.C. 153(44). For the purposes of this subpart, the term
“slecommunications carrier™ of “carrier” shall include an entity that provides interconnecied
VolIP service, ns that term is defined in section 9.3 of these rules,

2. Section 64,2003 is amended by redssignating paragraphs {2)-{) and by adding the lfollowing
partgraphs:

(a) Accoumt information. “Account information” is information that is specifically connected o
the customer’s service relationship with the carrier, including such things as an account
number or any component thereof, the t=iephone number associzi=d with the account, or the
bill's amount.

(b) Address of record, An “address of record,” whether postal or electronic, is an address (ha the
carrier has associated with the customier's account for at least 30 days.

(d) Cell detail information. Any mformation that permins to the transmissioa of specific
telephone calls, intluding, for outbound calls, the number calicd, snd the time, location, or
duration of any call and, for inbound calls, the number from which the call was placed, and

the time, Jocation, or duration ol any call,

{m) Readily available bisgraphical informmarion, "Readily available biographical information™ is
informanon drawn from the customer s life hisiory and includes such things as the customer's
social security number, or the last four digits of that number; mother's maiden name; home
address; or dare of binh.

() Telephone mimber of record. The telephons number associated with the underlying servica,
not the rzlephone number suppliad as a custamer's “Zontact infarmation™

{t) Valid phote 1D, A “valid pholo D" is a govemment-issaed means of personal identification
with a photograph such 2 a driver's license, passpont, ac comparable ID that is not expired.

3. Section 64.2005(c)(3) is amended to read as follows:

{3} LECs, CMRS providers, and entities that provide inlerconnecied VolP service as that tenm is
defined in scction 9.3 of these rules, may use CPNI, without customer approval, 1o market
services formetly known.as adjunci-lo-basic services, such os, but nol mited 1o, spesd
dialing, computer-provided direciory assistante, call monitoring, call tracing, call blocking,
eall retumn, repeat dialing, call tracking, call waiting, caller 1.D., call forwardiog, end cenain
cenrex feanures,

50
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4. Section 64.2007 is amended by deleting paragraphs (b)(2) and (2)(3), and revising paragraph
(b)(1) ta read as follows;

(b) Use of Opt-Ont and Opi-In Approval Processes, A telecommunications camier may, sybjeci
10 opi-out approval or opi-in approval, use its customer’s individually identifiable CPNI for
the purpose of markeling communications-related services to thal customer, A
telecommunications carrier may, sibject to opl-our approval or opt-in approval, disclose its
customer's individually identifiable CPNI, for the purpose of marketing communications-
related services ta thal customer, o its agents and its afTiliates that provide communications-
related services. A felecommunications carrier may also permil such persons or entities 1o
obiain access ta such CPNI for such purposes. Except foruse and disclosure of CPNI that is
permitied without customer approval under section § 64.2005, or that is deseribed in this
paragraph, or as otherwise provided in section 222 of the Communications Act of 1934, as
amended, » tielecommunications carmier may only use, discloss, or permit access 10 s
customer's individually identifiable CPNI subiest to opt-in approval.

5. Section 64.2009 is amended by revising parspraph (e) to read as follows:

{e) A telecommunications carmer must have an officer, as an agen) of the carrier, sign and Gle
with the Commission a comphiance certificate on an annual basis. The officer must state in
the certification that he or she has personal knowledge that the company has established
opemiing procedures that are adequate to ensure compliance with the rules in this subpart
The carrier must provide a statement accompanying the certificate explaining bow its
operating procedures ensure that it is or is not in compliance with the-rules in this subpart. In
addition, the carrier must inglude an explanalion of any actions tnken-against dele brokers and
a summary of all customer complaints received in (he past year conceming Lhe unauthorized
release of CPNL. This filing must be made annually with the Enforcement Bureau on or
before March | in EB Docket No, 06-36, for data pertaining to the previous calendar year,

B. Section 64.2010 is added to read as follows:
§ 64.2010 Safeguards on the disclosure of customer proprictary network information

(a) Safeguarding CPNI. Telecommunications carriers must lake reasonable measures (o discover
and proiect against attempts to gain unauthorized access 1o CPNI. Telecommunications
camiers musi properly authenticate 2 customer prior 10 disclosing CPNI based on customer-
initiated telephons comtact, online account access, or an in-stare visil,

(b} Telephone access' to CPNI. Telecommumications camiers may only disclose call detail
information over the telephone, based on customer-initiated tziephone contacy, if the
custorher first provides the carrier with a password, as described in paragraph (¢} of this
section, that is not prompied by the carmier acking for readily available biagraphical
information, or account information. IF the customer does not provide a password, the
telecommunications camier may only disclose eali detail information by sending it to the
customer's address of record, or, by czlling the customer at the izlcphone number of record,
IF the custamer is able to provide call detail information (o the telecommunications carrier
during & customer-initiated call without the telecommunicaticns earrier's pssistance, then the
ielecommunications camief is permitied to discuss the call detail information provided by the

customer.,
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(1) Notwithstanding any state law to the confrary, the carrier shall hot nolify customers or
disclose the breach to the public until 7 full business days have passed afier notification

to the USSS and the FBI except as provided in paragraphs (2) and {3

{2} If the carrier believes that there is an extraordinarily urgent need o notify any classof
affected customers sooner than otherwise allowed under paragraph (1), in order Lo avaid
immediate and irreparable harm, it shall so indicate in its notification and may proteed o
immediately notify its affected customers only afier consultation with the relevant
investigaling agency. The carrier shall cooperale with the relevant investigaling agency's
request 1o minimize any advenic effects of such cusiomer notification,

(3) If the relevant investigating agency determines that public disclosure or notice to
customers would impede or compromise an ongoing of potential criminal investigation or
natignal security, such agency may direct the carrier nol Lo so disclose or notify foran
initial period of up to 30 days. Such period may be extended by the agency as reasonably
necessary in the judgment of the agency. If such direction is given, the agency shall
notify the carrier when it appears that public disclosure or natice to affecied customers
will no longer impede or compromise a criminal investigetion or national security. The
agency shall provide in writing it initial direction to the cartier, any subsequent
extension, and any ootification that notice will no longer impede or compromise a
criminal investigation or nationa| security and soch writings shall be contemporancously
logged on the same reporting facility that contains records of notifications filed by
carmmiers.

{c) Cuxromer Notificorion. Afier a telecommunicalions carmer has compleled the process of

notifying law enforcement pursuant to paragraph (b), it shall notify its customers of a breach
of those customers® CPNI,

(d) Recordkeeping. All carriers shall maintain a record, elestronically or in some other manner,

()

(n

of any breaches discovered, notifications made to the USSS and the FB1 pursuant to
paragraph (b)), and notifications made to customers. The record must include, if available,
dates of discovery and notification, a detailed description of the CPM1 that was the subject of
the breach, and the circumstances of the breasch. Carriers shall retain he-record for a
minimum of 2 years.

Qefinitlors, As used in this section, o “breach” has occurred when a person, without
authorization or exceeding authorization, has inicationally gained access to, used, or
disclosed CPNL

This section does not supersede any stanuie, regulation, order, or interpretatjon in any State,

except to the extent that such stanuts, regulation, order, or-interpretation is inconsistent with
the provisions of this section, and then only 1o the exten! of the inconsistency:
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